DIGITALA
DETOKSIKACIJA

Gataviba apdraudejuma

situacijam hibrida kara laika
- digitalaja un informativaja
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UPDATE...

Neviens viedais produkts nevar but 100% dross.

Visiem (!) viedajiem produktiem ir ievainojamibas,
par  kuram més  vél nezinam  (sleptas
ievainojamibas).

Produkti nevar but drosSi vienreiz un uz visiem
laikiem: laiciga drosSibas atjauninajumu izvietosana
ir galvenais, lai uzlabotu produktu digitalo drosibu.

® Ka varuaizsargat savutelefonu?

Telefnns, plansete un lietotnes, ko izmanto,
ir aprikotas ar aizsardzibu. Ta ir ka muris, kas
neielaiz virusus. Laiku pa laikam tiek atklati

“caurumi” aizsardzibas maros. Tos var noverst
ar atjauninajumiem (update). Katrs no tiem ir
ka papildus kiegelis mara stiprinasanai, tadg|
nekavéjies tos instalét.




® Kavaruzinat,vai mans
® Cik biezi jaatjauno programmas? telefonsirpasargats?

e Telefona dro$iba ir ikdienas uzdevums. Pavaica pieaugusajiem, vai Tava telefona ir
Lidzigi ka mazgajam rokas vai tiram zobus, Jaunakas un drosakas programmu versijas.
ari par digitalo higiénu ir jadoma ik dienu.

Viena k|lda un esi briesmas!
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DRAUDU VEKTORI UN POTENCIALAS IEVAINOJAMIBAS VAR TIKT
ATTIECINAMAS PRET DAZADAM VIENIBAM, KA:

* Galapunkts: datori, planSetdatori, mobilie talruni, viedas ierices utt.
» Savienojamiba: internets, Wi-Fi, Bluetooth utt.

* Tikla ierice: marsrutétaji, Wi-Fi piekluves punkti.

e Lietojumprogramma: dators un mobila ierice.

* Paroles: vienkarsiba un atkartota izmantosana.

» Komunikacija: ikdienas socialie tikli, zinojumapmaina, e-pasti.

* Fiziska drosiba: piekluve galapunktiem, iericém, tiklam utt.

Kiberdrosibas riskus var parvaldit un samazinat lidz pienemamam risku [Tmenim!



KA PAMATS LABAI KIBERHIGIENAI IR IEVEROT SOS
PRIEKSNOTEIKUMUS:

* Parziniet savus digitalos aktivus.

* Regulari atjauniniet savu programmaturu — iekartas,
sistemas un aplikacijas.

e Aizsargajiet savu galapunktu savienojumus ar
internetu.

* Izmantojiet stipras paroles un iespéjojiet MFA
(daudzpakapju verifikaciju), kur tas ir iespéjams.

* Pardomata veida kopigojiet jebkadu informaciju.

e Komunicéjiet drosa veida.



Biezakie veiksmigu uzbrukumu céloni bija:

eatteikSanas no drosibas par labu értibai, izveloties
vienkarsas paroles vai ari vienu paroli vairakiem
resursiem;

*nezinasanas del vai értibas labad resursu papildu
aizsardzibai netika izmantota divu faktoru
autentifikacija, kas butu pasargajusi no konta
parnemsanas, pat ja uzbrucéjs butu ieguvis paroli;

eapstakli, kuri paaugstina kludiSanas iespéjamibu -
steiga, nogurums, neparasta situacija, proceduru
neesamiba vai to neparzinasana, mazs ekrans - mazinaja
analitisku pieeju situacijai un palielinaja iespéjamibu, ka
uzbrukums netiks atpazits.



® Ka tasvar notikt?

e Never vala datnes, kas izskatas aizdomigi, jo
nevar zinat, kas tur ir ieksa.

Ja sanem zinu no nepazistama telefona numura
vai e-pasta, nespied uz taja iek|auto saiti,

Nekad nelieto nezinamas lietotnes, kas nav no
Google Play vai Apple Store veikala.

Apsveicimi

Nekad nelieto nezinamas
lietotnes, kas nav Google Play

val Apple Store veikala.




- parbaudam e-pasta satitaju un adresatu

- neatveram saubigas saites e-pasta

- neatveram saubigus e-pasta pielikumus

A
4 & b

Neuzmanibas vai kladas dél
varl pats nejaust telaist virusus
sava teletona.

Never vala datnes, kas 1zskatas

]

aizdomigi, jo nevar zinat, kas
tur ir ieksa.



Pikskeresana

» PikSkerésana, jeb ta sauktais fiSings (anglu: phishing) ir

e Uzmanies, ja piedavajums ir neticami labs vai

|oti izdevigs! uzbrukuma veids, kura mégina ar viltu iegit no

Tievarbut krapnieki! interneta  lietotdja  konfidencidlo  informaciju,
pieméram, lietotaju vardus, paroles, kreditkarsu
numurus.

* PikSkerésana ir vispopularakais uzbrukuma veids pret
lietotaju.
* Visizplatitakais veids, ka ielauzties iestadés un jusu

datoros ir merketi "pikSkereésanas" e-pasti.

* PikSkerésanai lidzvértiga krapnieciba, bet izmantojot
rikus, ka pieméram, telefona zvanus un sms, kuru
tehniskais nosaukums ir viSings un smisings.




® Ka varu zinat, kuras saitesir drosas?

Vizuali atdarina pazistamos zimolus
e Pievérs uzmanibu timek|a vietnes adresei
(pieméeram, e-klasse.lv), jo |Jaundarivar
apmulkot Tevi noradot lidzigu, bet tomeér & d pd CDF‘I"IﬂVﬂVf
viltus adresi, kas Tevi aizvedis uz viltus vietni. ’

omnlva
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Spot the Difference?

maybank2u.com is not the same as
maybank2u.com

citibank.com is not the same as
citibank.com




Darbibas (biznesa) procesu neparzinasana

SMART-ID PORTAL

o2

Enter PIN1

SODIEN

Sveiki, es atvainojos, kludas dél
nosutiju jums 1szinu 6 ciparu kodu.
Vai jus varat to parsutit man? Tas ir
steidzami

Sveiki, es atvainojos, kludas de| nosutiju
jums i1szinu 6 ciparu kodu. Vai jus varat
to parsutit man? Tas ir steidzami

Sms

ludzu, atsutiet man iszinas kodu



® Un ja nu kads uzmin manu
parolivaito ierauga?

e Papildus paroleiizmanto ari citus rikus (sejas
atpaziSana, sanemtais kods, SMS utml.).

Katrs $ads riks ir ka papildus slédzene ardurvim.

Paroles

Kavaruzinat, vaimana
parole nav parakvienkarsa?

e Neizmanto parolé savu vardu, pieméram,
“Toms123”,

12345 vaiTavs vards un dzim$anas dienas
datums nav drosa parole!

Vienkarsas paroles ir ka durvju atslégas
slépsana zem paklajina pie durvim.

ar

® Vai varuizmantot vienu parolivisam?

Katratimeklavietné, portala,spéle,
lietotné jaizmanto atskirigaparole, kas

nekur citur neatkartojas.
Visam durvim nedrikst bat viena atslégal!
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Home Notifyme Domainsearch Who's been pwned Passwords APl  About Donate B P

»--have i been pwned?

Check if your email or phone is in a data breach

kmail or phone (international format) pwned? }




Slepenais jautajums ?

Al cen

A MyHeritage Company

Bérzina (Liepina)

Mates meitas /

I 1 = Majdzivnieka var
pirmslaulibu uzvards? ajd eka vards



Neizmanto publisko Wi-Fi
interneta tiklu, jo to var
parvaldit laundazris [!]

labak

1zmanto mobilo internetu no

Ja  iesp€jams, tad

sava mobilo sakaru operatora.

Fi

PUBLISKAIS BEZVADU TIKLS NAV DROSS, JO TAS
RADA AUGSTU RISKU, KA PERSONAS AR
SPECIALIZETIEM RIKIEM VAR:

e Partvert savienojumus, iegustot sensitivus datus
ka paroles un bankas datus.

 |legt informaciju par to, kadas aplikacijas un/vai
saites tiek apmeklétas.

e Attalinati uzstadit launaturu.

* |Izmantot sistemu nepilnibas — konfiguracijas vai
ievainojamibas.



Neatstat telefonu bez uzraudzibas

® Vai kaut kas apdraud manutelefonu, ja
neesmu piesledzies internetam?

VTrusi uzbrdk interneta, bet artklatiené jabat
piesardzigam! Neatstaj savu telefonu bez
uzraudzibas (pat noblokétu ar paroli vai izslégtu),

jo tovar “uzlauzt” un piek|Gt Taviem datiem!

E——
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Ka esuzzinasu, jamans
telefons bisinficets?

Pazimes, ka telefons varétu but
Jatelefons pats atslédzas, . e =
inficets:

vaitasvarbitinficets?

JaTavsmobilaistelefonsvaiplanéete ) S . ,
uzvedas “jocigi”, iespajams, tas ir “saslimis” Ja,tamnespeyams. Jatelefons "uzkarst” vai - telefons pats izslédzas / ieslédzas
jeb inficéts ar datorvirusiem.

darbojas |oti Iéni, tas var bt inficéts,

- Ir paradusas lietotnes, ko neesiet
instaléjies

- Telefons atri izladéjas
- Telefons ievérojami uzkarst

- Ir palielinajies interneta trafiks
(paterins)

- Sarunu laika problémas ar
sakariem / traucéjumi.




Interneta es labprat dalos arsavam ® Gribu blt popularsinterneta, tapéc manu

bildém un video! Mani draugi seko lidzi socialo tiklu kontu saturam var sekot ikviens! ® Ka pasargaties no svesiniekiem?
maniem piedzivojumiem!

S R —————— Publisks, visiem atvérts un pieejams konts e Vecaki vai citi pieaugusie var palidzét uzstadit
rjaukiinterneta sazinaties ar draugiem, bet socialajos tiklos ir ka visiem apskatamas privatuma iestatijumus socialajos tiklos.
pirms ko publicé interneta, izvertg, vai sis gleznas muzeja. Parruna arvecakiem, vai tas

i @i - LD - Tad Tavu darbibu interneta, Tavas bildes un
saturs nerada draudus Tev un Tavai gimenei! ir drodi un Tev nepieciesams! .

zinas neredzes svesi, ar Tevi nesaistiti cilveki!
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- i 2re
® WL DL ® Kas varnotikt, ja kads zina, kur atrodos?

Esieteiktu Tev nepublicét: - : A

: ‘. - Ja Tu atzime, kur atrodies, Tevivar izsekot.
X Bildes, kur redzama Tavas gimenes ikdiena. L L o
% Tava majas adrese Ja atzimési, ka kopa ar gimeni esi kaut kur

% Tavi ikdi S L devies, Tu svesiniekus informési, ka majas
Tavi ikdienas parvietosanas marsruti. $obtid neviena nav.

X Neatzimé socialajos tiklos savu atra$anas
vietu,

Parruna arvecakiem:

Kadas bildes no savas ikdienas gaitam vai
majas Tu driksti publicét.

4 Ar kuriem draugiem un kuras lietotnés vari
dalities ar savu atrasanas vietu.

& Nekad neatzimé socialajos tiklos savu
atrasanas vietu.

e Atceries! Tu nedzivo akvarija. Tev nav jaizrada
citiem viss, ko dari!

-34-



e E; kaéi ? :r:? ::?I w;gg?;té to, Jamanvairs nepatiksavas bildes, P 1 h =2 . ] s I

® Kapec? Publicéto interneta nekad nevarési izdzést. M 1zdzést.

Tas paliks uz visiem laikiem.

e ledomajies, ka raksti komentaru nevis interneta

vai mesendzeri, bet klases prieksa uz tafeles.
Vai Tu biitu gatavs uz tafeles uzrakstit to pasu
tekstu, ko interneta?

Tas paliks uz visiem latkiem.




Visu, ko publicési interneta
varés redzét arl svesi cilvéki!

fo- - .

Bla bla bla bla bla bla
Bla Bla Bla

Bla bla bla bla bla bla

Bla Bla Bla Bla Bla 10 P 90

Tevi vwvar nofotografét vail
nezinot

(Pl
\ =

notilmeét,

Jebkuru sarunu var ierakstit
un péc tam parsitit talak wvai
publicét interenta.

Ja kddam suti savas bildes vai
pardomas, atceries, ka to var
nofotogratét ar ekransavinu
un parsatit talak cittem.




Interneta satura kontroles aizsardzibas limeni

Age Restrictions On Social Media

=
| : 1 8
/
=
J
]

Path

@ YouTube Kids

Valstu un BigTech filtri . . Bérniem domatie kanali / platformas
Drosibas iestatijumi

22



0U08

»

Aizliegtais . — : Aizliegtais
panémiens : S panémiens

Aizliegtais panémiens. Aizliegtais panémiens.
Operacija: «Telegram. Operacija: «Dakteris
Slepena sazina» Aikasap»

Aizliegtais panémiens. Operacija: i f v W

«Telegram. Slepena sazina» R
2 i Aizliegtais panémiens

Ko tik "Telegram" nevarot nopirkt! Var
recepsu medikamentus, var, protams, ari
alkoholu nakts laika dabut. Var nopirkt
koplietoSanas auto kontus, proti, ja kadam
nav autovaditaja aplieciba vai ta ir atnemta,
vai vél par agru, lai pie tas tiktu, tad var
dabut citas un uz citu tiesibu varda
pievienot savu konta numuru. Un braukt uz
nebédu.



Sliktas atzimes

Problémas ar uzvedibu

Konflikti skola / izolacija

Jauns pazinu loks (ar lidzigiem markeriem)
Jaunas intereses: specifiska literatura,
filmas;

Nervozitate

Neadekvatas emocionalas reakcijas
Fiziskas izmainas

Vizualie un lingvistiskie markeri

Pirsings, rétas, tetovejumi u.tml.

Peksna interese par ieroCiem, cinas veidiem
Paradas nauda / prasa ekstra lidzek|us
Destruktiva uzvediba

Vairs nestrada ietekmes riki

(c// \\‘/\;/g
&




Par pretlikumigam darbibam,

mnterneta - sods bus reals!

*Par fizisku vai emocionalu vardarbibu pret bérnu pieméro bridinajumu vai naudas sodu
*Par neslavas celSanu vainigo personu soda ar piespiedu darbu vai ar naudas sodu

*Par cienas un goda aizskarsanu,

*Par nelikumigam darbibam ar fiziskas personas datiem, ja ar to radits butisks kaitejums
*Par draudiem izdarit slepkavibu vai nodarit smagu miesas bojajumuz

*Par vairakkarteju vai ilgstosu citas personas izsekoSanu, novéroSanu, draudu izteikSanu Sai
personai vai nevélamu sazinu ar So personu,

*Par vardarbigu materialu izplatiSanu

*Par 16 gadu vecumu nesasnieguSas personas pamudinasanu iesaistities seksualas
darbibas Par rasismu un naida kurinasanu interneta

*Par autortiesibu vai blakustiesibu parkapsanu,

*Par patvaligu (bez attiecigas atlaujas vai izmantojot citai personai pieskirtas tiesibas) piekltGsanu
automatizétai datu apstrades sistémai vai tas dalai,

*Par Latvijas valsts gerbona vai Latvijas valsts karoga norausanu, sapléSanu, salausanu,
iznicinaSanu vai par citadu So valsts simbolu zaimoSanu, ka ari par Latvijas valsts himnas
publisku zaimoSanu -



® Esinternetavarurakstit anonimi!

Katra Tava darbiba interneta atstaj digitalas
pédas, péc kuram Tevi var atrast “realaja” Viss ko Tu dari interneta ir

dzive. y : . _
1zsek0)anls un levi varés

atrast “realaja’ dzive.

N
s
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Biezak apskatito /

Unikalais e aps . )
lietotnu un mekléto tému saraksts Bluetooth signatura:
progr;;\mmu — ierices ar kuram Jus bieZi
saraksts SEARCH savienojaties

o —

Purchase History "
o *®

— SEARCH
5

X

Meklésanas signatiira

Leksikas signatdra / balss signatira

N

Geografiska signatura:

regularie marruti u.tml. Jums apkart

‘A. Wi-Fi sifgnatura: Wi fi tikli



Visvairak interesejosie dati
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Dzive bez privatuma. Eksperimenta
izdodas nopirkt datus par 100 000
Rigas un Pierigas iedzivotajiem

° KlausTties audio formata @

SN2 2021, gada 23. janvar 07:40 Edvi.ns' TFITS
Rakickis

NATO Strategiskas komunikacijas izcilibas centra (“Stratcom”) petijuma par
datu brokeriem jeb kompanijam, kas vac un talak pardod informaciju par
personam, ar eksperimenta palidzibu noskaidrots, ka par salidzinosi nelielu
samaksu var iegut detalizetu informaciju par Latvijas iedzivotajiem.

legadata datu analize pétniekiem deva iespéju tikt pie detalizétas
informacijas par méerkauditorijas demografiju (vecums, dzimums,
gimenes stavoklis utt.) un uzvedibu (viediericu, aplikaciju, interneta
banku, dazadu kuponu, lietoSanas paradumi, ka art iepirksanas,
celoSanas un aktivitasu piekopsana).

Isak sakot — $Tinformacija lauj izdarit secinajumus par to, kur
konkréeta mérkauditorija iepérkas, kuros baros bauda dzérienus,
kuras kafejnicas un izklaides vietas apmeklé.



Fiziskie dati: dzimums, vecums u.tml.

Veseliba: ir/ nav brilles, ir/nav lieks svars u.tml.

Apgeérbs: jaunas /modernas drébes; kads stils, kadas krasas u.tml.
Cilveki apkart: gimene, bérni, draugi u.tml.

lenakumi: masina, majas interjers, aksesuari, celojumi u.tml.
leradumi: sports; smékesana; alkohols u.tml.

Vietas, kas tiek apmeklétas: teatri, sporta klubi, nakts klubi u.tml.
Semantiskie un politiskie dati: viedokli, komentari, kam seko / ko
lasa; religiskie / ezoteriski uzskati u.tml.

Izglitiba: gramatika, vardu krajums u.tml.

Aktivitate: cik biezi tiessaiste, cik aktivi komentée, kados laikos
Intereses: maksla, muzika, literattra u.tml.

Uzvediba: pieklajiba, pozitivs/negativs; lieto lamu vardus; u.tml.

e, e D el letekmeéjamiba: cik biezi iesaistas stridos; ka reagg; cik aktivs
T e S e asu akcijas u.tml.

Pirktspéja (scoring)

How well does Facebook know you? ‘g
Your likes reveal more than you may think .
.




Learn more about account deletion

Delete My Account

If you do not think you will use Facebook again and would like your account deleted, we can
take care of this for you. Keep in mind that you will not be able to reactivate your account or
retrieve any of the content or information you have added.

If you would still like your account deleted, click "Delete My Account”.

Delete My Account JRE&T -
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Spélu terzetavas

Nekontroleta vide

Reklamas un propaganda

.S 2= 00
THE DANISH POLICE HAVE AN ONLINE

SQUAD THAT STREAMS LIVE ON
TWITCH WHILE PLAYING CS:GO0,
FORTNITE, AND MINECRAFT WITH
YOUNG PEOPLE TO PREVENT FRAUD,

HATE SPEECH, AND GROOMING *



Informacijas patérina modelis (media consumption pattern)

Cilvéku vidéjais uzmanibas ilgums samazinas

2000 2015 2025
12 sec 8.25 sec 7 sec

Osiots (1) =5 ———



Informacijas patérina modelis (media consumption pattern)

THE FILTER
BUBBLE

What the Internet is
Hiding from You

YouTube, the Great Radicalizer

By Zeynep Tufekci

March 10 ,2018 f v = -~ E




TikTokis part of China’s cognitive wartare

campaign

Nita Farahany TikTok shows less 'anti-China' content than other rival
networks: Study

Militaries are racing to develop weap 4T
directly assault or disable human mi
context at our peril

YzZNBC NEWS
TikTok says it's not spreading Chinese

propaganda. The U.S. says there's a real risk.
What's the truth?

Ken Dilanian
Updated Mon, September 16, 2024 at 8:31 PM GMT+3 - 8 min read

US TikTok users who search for terms like “Tiananmen,”
“Tibet,” and “Uyghur” — words commonly used in Chinese
Communist Party propaganda — see less “anti-China”
content than those same searches produce on Instagram and
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Upurus mekle videospélu
o o 2 platformas: "Eiropols" bridina
Publiskie forumi i i
jauniesSiem

LETA

Slegtas

grupas

Foto: Shutterstock

Eiropas Savienibas (ES) policijas agentira

"Eiropols" ceturtdien izdevusi bridinajumu par
vardarbigiem noziedzigiem grupéjumiem, kas

Q é interneta verve nepilngadigos, lai pamudinatu
c

vinus pastradat vardarbibas un terora aktus.

DO



Academic databases

Medical record\s
4 . Financial records
- Legal documents
Some scientific reports
Some government reports
Subscription-only information
Some organization-specific

repositories 96% of

;v content on

i the Web

A\ '\ \ §: (estimated)

-

>

e

Q\

~ TOR
Political protest
Drug trafficking and other

illegal activities

, / \ \ Bullying (iebiedésana,

apsmiesana, Santaza)

Depresija
(par neisto dzivi, I1G)

OQQ

s

) —casi)

Bistamas spéles

Radikalizacija

Delikventais dzives stils.
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Self-harm:

Razor - self-harming by cutting
Scissors - self-harming by cutting
Sword - self-harming by cutting

Blood drop - hurting or bleeding

S LYy

Fire - burning self
%o Crying face - feeling depressed and sad

Black heart - feeling emotionless or sad

€

Cloud with rain - feeling down

v o ¢
v ¢
{ \ Q0
4 \ | |
,»""—,/,
\ G {\-xq ¥

expressing violence

feeling trapped, sad,
and cutting to cope

| “==—_—.
uu\f,ou \7 \

feeling down, emotionally
hurting, wanting to die

This emoji could
mean your suicide
risk is high,
according to Al

Crisis Text Line used artificial
intelligence to pinpoint the things
people text when they're thinking of
suicide.

Based on its analysis of 129 million
messages processed between 2013 and
the end of 2019, the nonprofit found that
the pill emoji, or g, was 4.4 times more
likely to end in a life-threatening

situation than the word suicide.

Other words that indicate imminent
danger include 800mg, acetaminophen,
excedrin, and antifreeze; those are two
to three times more likely than the word
suicide to involve an active rescue of the
texter. The loudly crying emoji face, or
@@, 1s similarly high-risk. In general, the
words that trigger the greatest alarm
suggest the texter has a method or plan
to attempt suicide or may be in the

process of taking their own life.



| Cocaine | Meth

< @ © = Vv ¢y

| Heroin | Marijuana
¥ & T O
| MDMA and Mollies | Cough Syrup
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S v All prices v

bet365 [ OWitlinn

Games ‘ ; Hlll

William Hill €

bet365 Games Play To Win: V Rw Iette Roy

William Hill Play To Win Game
L & & 8 | kR % * kR kR % L B B Rk R X
BLACKJACK! Spinz Casino - Lucky Lottery < Daisy Slots - Re Riverboat Gamt: Virgin Games: F Gambless: G
Super Lucky Casin Spinz Gaming Lim 41 Games Jupiter Gaming Riverboat Gambler L Gamesys Limited Mind Solutions
L B B LB B B B LB B B LB B B LB B B B B B B

15:56
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GAMBLE BINGO

R
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Binance: Perc BTC
un Kripto

Binance Inc.

Binance TH: Bitcoin and Cryp...
Gulf Binance * Finanses
4,7 % 500 takst.+

Lidzigas lietotnes -2

Trust: Crypto & Bitcoin Wallet

DApps Platform, Inc. * Finanses
I.JI]‘D‘ 4,5% @ 50 milj.+

OKX: Buy Bitcoin BTC & Crypto

OKX * Finanses * Kriptovaluta

4,4% @10 milj.+

Bybit:Bitcoin, Crypto Exchange
Bybit * Finanses * KriptovalQta

4,6% @10 milj.+

AN, Bitget - Buy & Sell Crypto
w BG LIMITED * Finanses
4,2% 10 milj.+
eToro: Trade. XTrend Speed TieSsaist. tirdzn.
Invest. Connect.  Trading App Capital.com Bitcoin Wallet

Bitcoin Wallet develop... * Finanses
4,3% @10 milj.+




Tor Browser
The Tor Project

©Vv

DuckDuckGo Tor Browser VPN Proton: Fast Proton Mail:
Private Browser  (Alpha) & Secure VPN Encrypted Email

4,7 % 4,2 % 4,5 % 4,5 %




Ride-Share Apps:
A National Security Risk?

— Bolt 7.5€
Elisabeth Braw
Ql Economy 5.9¢€ Senior Fellow, American Enterprise Institute
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Uber accused of charging
more to customers with
low phone battery in
Belgium

Newspaper investigation in Brussels

finds price increase of 6 per cent for
devices running out of charge

[J G334 &b Giftthisarticlefree M

Popular ride-hailing app Uber has been accused of charging
customers in Belgium more if their phone battery is low Credit:
ANDREW CABALLERO-REYNOLDS/AFP/Getty Images

'Low phone battery,
higher Uber fares': Delhi
entrepreneur's shocking
discovery sparks debate
over fare manipulation
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Uber Go 254730
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Go Sedan 270481
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B Visa 7299

e UberXl 2992 20

Personal
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Uber Fares
Synopsis

Rishabh Singh's investigation reveals Uber's pricing can
change based on device platform and battery level. He
found discrepancies between Android and iOS fares,
and noted higher fares on low battery devices. Singh
urges for transparency, suggesting users deserve to
know if their data is used to manipulate prices. His
findings sparked discussion online.



Data leak from Russian delivery app shows
dining habits of the secret police / The leak
exposed names, delivery addresses, phone
numbers, and delivery instructions

By EMMA ROTH
Apr 3, 2022, 7:21 PM GMT+1 | [J 0 Comments / O New

L

f

A map with personal data of Yandex.Food users
(even the amount of orders) was leaked to the
network. Yandex is investigating the situation

March 22, 2022
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Food Delivery Leak Unmasks Russian
Security Agents

April1,2022 Russia Tech Team

ussian tech giant Yandex has blamed one of its employees for the hacking and

subsequent leak of data from Yandex Food, a popular food delivery service in

Russia.

Among the many users affected are serving agents of Russia’s security services and
military, who in several cases even ordered food to their places of work using their official
email addresses.

This leak includes user emails, a large number of phone numbers, addresses, and orders
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' Google Play  Games  Apps  Movies  Bool GeoGuessr is 3

geography game, in
which you are
dropped somewhere
in the world in a street
view panorama and
your mission is to find
clues and guess your .
location on the world

map.

GeoGuessr

GeoGuessr
In-app purchases

What is Get Lost?

Get Lost is a geographic discovery game that uses

randomized Streetside maps.

4.1% MM+ |3
12.2K reviews @ Downloads PEGI 3 ®

€ B3

g B Investigate Make a Guess
The game is so much fun because it places you somewhere in the world, with &8 =« , Try to figure out your location from Click the map wherever you think
the only clue about your location being a Google Maps Street View. It's your job by o T EUEES ISl RS el e
’ : k s lhh five rounds.
to figure out where you are, and then drop a pin to lock in your guess.
LR

CITY GUESSER ¢

Welcome to
CITY GUESSERQ
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WORLDWIDE @ USA m EUROPE m
Explore the Tar reaches of the world and Explore dilferent locations within the United Narrow down the search by limiting the
take a wild guoss of whete you are it. Be States and make your guess based on the possible area just 10 Europe. Can you get a
Sure 10 100k at stree! signs and cars! things around you. Good luck! petiect score? Watch out for fags!
o - - e .-
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|

Where in the world are we?



Pentagon toreview
security after Strava
reveals sensitive
information

Strava broadcast patterns of
movement of US personnel at

American military facilities around £ f ~ "‘ /.

the world, including in war zones

Reuters

Man 29 Jan 2018 18.35 GMT

fllw) 32 @

The Pentagon said on Monday it was
reviewing whether it needed to bolster i
security protocols after fitness tracking
devices broadcast patterns of movemen
of US personnel at American military
facilities around the world, including in
war zones.

Mustafa Al-Bassam @musalbas - Jan 29, 2018

This is Strava fitness tracker data at HMNB Clyde, a military base where
Britain's nuclear weapons are stored. How are the security checks so bad in
these places, that employees are allowed to bring arbitrary electronic
devices in close proximity to nukes? labs.strava.com/heatmap/#16.77...



Military And Intelligence Personnel
Can Be Tracked With The Untappd
Beer App

May 18, 2020 Privacy Untappd

Surprise! The beer-rating app Untappd can be used to track the location history of military
personnel. The social network has over eight million mostly European and North American
users, and its features allow researchers to uncover sensitive information about said users

at military and intelligence locations around the world.




Chief Intelligence Directorate names
details of commanders whose
soldiers are firing cruise missiles at
Ukrainians
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DRUG BOSS DOWNFALL Drug
cartel kingpin arrested in UK
after his wife gave away key
details in glam holiday picture
posts online

One picture showed Grijalba and his wife in
front of the Eiffel Tower

Nick Parker, Foreign Editor
Published: 14:17 ET, Jan 24 2025 | Updated: 5:50 ET, Jan 25




Latvijas Gaisa speku bazes izspiegoSana un provokacijas

Isuma par personim

Martins Grikis un

Sergejs Hodonoviés

* Latvijas
Republikas pilsoni;

= abiem jaunieiiem, no
Kuriem vienam ir 20,
bet otram 23 gadi, nav
augstakas izglitibas vai
profesionalu prasmju;

* jauniedi bija atvérti
piepelniSanas
iesp@jam interneta;

* splegoja un veica citas
darbibas Krievijas
specdienesta laba.

}
P

Aizturésana:
WDOD sadarbiba ar MIDD personas aizturéja 2023. gada
24 aprili.

Par noziedzigo nodarijumu

* M. Grikis (pirmaja attéla) veidoja informacijas avotu
tiklu zinu ieglanai par Latvijas valsts aizsardzibas
resoru. M. Grikis, izmantojot sazinas lietotni
“Telegram”, piesaistija 5. Hodonoviéu, kur ieguva
izllkzinas par MBS Gaisa spéku bazi, ka ari karaviru
un militaras tehnikas parvietoSanos tas apkartné -
Lielvardes un Rembates pagastos.

* 5 Hodonoviés papildus tika izmantots ari
provokaciju Tstenofanai. Ving pilsétvidé veica
huliganiskas darbibas, zim&jot grafiti, kas rada

iespaidu par sabiedriba Skietami valdodu atbalstu
Krievijas agresijai.

lzmeklésanas rezultats

Abi jauniesi par vainigiem atziti gan pirmas, gan otras
instances tiesd. Otrds instances tiesa 2024, gada
30. janwari M. Grikim piesprieda brivibas atpem3aanu
uz tris gadiem, savukart S. Hodenoviéam - uz diviem
gadiem un astoniem ménesiem. Papildus M. Grikim
piespriesta probdcijas uzraudziba uz diviem gadiem
un segiem ménesiem, savukart 5. Hodonoviéam - uz
diviem gadiem un Eetriem méneiiem. Spriedums val
nay stajies speka.

Ko vésta sis gadijums:

* Nemot vérd kops Krievijas iebrukuma Ukraind VDD
un MIDD pastiprindto pretizlikoSanas refimu un
sabiedribas modribu pret aizdomigam aktivitatém,
Krievijas specdienestiem ir kluvis sareZgitak istenot
izlokdarbibas Latvijas teritorija. 53 iemesla dé)
Krievijas specdienesti Latvijas valstspiederigo
vervésanai, ki ari infermacijas apmainai aizvien
bieiak izmanto interneta vidi.

* Satura kontroles trikuma dé| zinojumapmainas
platforma “Telegram™ ir kluvusi par vienu no
visbieZak izmantotajiem sazinas rikiem daZadu
noziedzigu darbibu veikianai, taja skaita personu
vervéianai, spiegofanas organizéfanai un
izlikinformacijas ieguvel.

* Krievijas specdienesti ir gatavi savas interesés
izmantot arl personas bez izglitibas, pastavigiem
iendkumiem un nakotnes perspektivam. Devianti
jauniesi Krievijas specdienestiem ir parocigs
vervéianas meérkis, jo ir ieintereséti viegla pe|na un
prot lietot informacijas tehnologijas.

Jakaut kur redzi sadu zimi, So

objektunedrikst fotografét!

Ja kads interneta Tevi l0dz veikt Sadu objektu
fotografésu vai filmésanu, nedari to! Reizém
sads aicinajums var bt ka izaicinajums vai
dala no spéles, tomér sadivari iedzivoties

nepatiksanas.




How Tech Companies
Are Profiling Us
from before Birth

Veronica Barassi

Forbes

B e T e —

How Target Figured Out A Teen Girl
Was Pregnant Before Her Father Did

Kashmir Hill Former Staff
TECh m

Welcome to The Not-So Private Parts where technology & privacy collide



«Mezonigie rietumi»
digitalaja vide

Merkis: lidz sistema
sakartosies (eventuali 3-5
gadi) atstat minimalas
digitalas pédas / minimalo
informaciju par sevi.

REAL 100% FAKE 100%

)

< <@

Tehnologijas apsteidz reguléjumu
/ aizsardzibas pasakumus, jeb
palauties var tikai uz kritisko
domasanu

NepiecieSams izskaidrot
ilgtermina sekas

Ja kaut kas publicéts, tas
var nok|ut visu cilvéku
redzesloka.

|

J
.

l

|

L0
l
|

Tt
lHI l

‘1)
I

|

%

DELETE

Nevar nodzest




Ko darit?

Soli pa solim! Jaunu interesu un pazinu loku veidosana.

Vecakam jarada piemeérs: ja samazinat interneta lietosanu, tad visiem o



Jautajumi diskusijai?
1.Kadas témas, jusuprat, butu visnoderigak ieklaut macibu stundas, lai
skoléni zinatu ka pareizi rikoties moderno apdraudéjumu situacijas?

2. Kadas praktiskas aktivitates vai macibu uzdevumi, péc jisu domam,
palidzétu skoléniem labak apgut sadas prasmes apdraudéjuma gadijumos?

3. Kuru macibu priekSmetu ietvaros, jusuprat, butu vispiemérotak ieklaut
sadu apmacibu par ricibu apdraudéjumu situacijas?
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